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Embedded Security Research
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https://www.nytimes.com/video/multimedia/1247464146747/mobile-phone-turns-on-oven.html

https://www.nytimes.com/video/multimedia/1247464146747/mobile-phone-turns-on-oven.html
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Correctness is easy.

Security is hard.
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Sensors are Everywhere
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Digital Abstraction != Force Field

• Vibration 

• Acoustics 

• RF 

• Light 

• Heat
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Sensor 
Spoofing⇒

intentional interference violates assumption of sensor output integrity
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Do Not Blindly Trust Sensors

Sensors are a proxy for reality


•Thermocouple interpolates 
from a voltage potential 

•Not necessarily temperature
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Absolute Zero Day Attack
Sensors are a proxy for reality

➡Microphone measures 

electromagnetic potential of 
copper spool


✴Not necessarily sound 

➡MEMS accelerometer measures 
vibration of a tiny element


✴Not necessarily sensor acceleration 

➡Thermocouple interpolates from 
a voltage potential


✴Not necessarily temperature

Dr. Sara Rampazzi  
joins UFL faculty 

Tu et al., “Trick or Heat? …”  
in ACM CCS 2019
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Where Do Thermocouples Matter?
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Problem:  
How to protect medical devices  
and cyberphysical systems from  
emerging threats to 

 

analog 
sensor  

integrity?

comparator controller system
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Outline: Protecting Sensor Integrity

Today: taste of sensor security research across three modalities:


•Defending against radio-based attacks on sensors

•Defending against sound-based attacks on sensors

•Defending against light-based attacks on sensors



Intentional Electromagnetic Interference 
(Or Don’t Trust Your Sensors)

“Ghost Talk: Mitigating EMI Signal Injection Attacks against Analog Sensors” by Foo Kune et al.   
In Proc. IEEE Symposium on Security and Privacy, 2013. 
 
Joint work with Denis Foo Kune (U. Michigan),  
John Backes (U. Minnesota), Shane Clark (U. Mass Amherst),  
Dr. Dan Kramer (Beth Israel Deaconess Medical Center),  
Dr. Matthew Reynolds (Harvard Clinical Research Institute),  
Yongdae Kim (KAIST), Wenyuan Xu (U. South Carolina)

Supported in part by NSF CNS- 1035715, CNS-0845671, CNS-0923313, GEO-1124657, S121000000211, HHS 90TR0003/01, the Sloan Research Fellowship, the University of Minnesota Doctoral 
Dissertation fellowship, the Korean MEST NRF 2012-0000979, the Harvard Catalyst/Harvard Clinical and Translational Science Center MeRIT career development.  Any opinions, findings, and conclusions or 

recommendations expressed in this material are those of the author(s) and do not necessarily reflect the views of the HHS or NSF.
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Which one is the real cardiac signal?

A B

X
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Inputs may not be trustworthy

Device

Network Traffic

Software Updates

Sensor Readings
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Ghost Talk: Intentional interference
• Conducting traces can couple to EMI (back-door).


• Sensitive analog sensors can be affected.

Microphone

Amplifier Analog to Digital
Converter Microprocessor

Audio signal

Audio signal

V

Time

V

Time

V

Time

V

TimeTime

V

Time

V

V

TimeTime

V

Microphone

Amplifier ADC Microprocessor
Audio signal

Microphone

Amplifier Analog to Digital
Converter Microprocessor

Audio signal

Audio signal

V

Time

V

Time

V

Time

V

TimeTime

V

Time

V

V

TimeTime

V

Microphone

Amplifier ADC Microprocessor
Audio signal

[“G
ho

st
 T

al
k”

 b
y 

Fo
o 

Ku
ne

 e
t a

l.,
 IE

EE
 S

&P
 2

01
3]



Wicked Bizarre Physics of Sensor Security  •  k.fu@northeastern.edu   •  spqrlab1.github.io 

Fundamental Problem: Baseband
• Baseband: frequency range of desired signals.


• Interference outside the baseband is easy to filter.


• Interference in the baseband is hard to remove.
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Microphone Interference with RF

Microphone
USRP
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Non-Linearity: Self Demodulation
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Intentional EMI on cardiac devices
• Pacemakers, defibrillators


• Electrocardiogram machines

10 Cardiac Pacing, Defi brillation and Resynchronization: A Clinical Approach

often preferable in patients with distorted anatomy, 
such as those with congenital cardiac defects or those 
with surgically amputated atrial appendages. Active 
fi xation leads are also preferable in patients with high 
right-sided pressures. As alternative site pacing has 
evolved, i.e. the placements of leads outside the right 
atrial appendage and right ventricular apex, screw-in 
leads have become more popular and necessary for 
long-term stability.  

There are various types of mechanism used to keep 
the screw unexposed until it is placed in an optimal site 
for fi xation. One example is a system in which the screw 
is extendable and retractable from the pacemaker lead 
tip. This allows the operator to designate the precise lo-
cation and timing to extend the screw from the tip. An-
other example involves covering a fi xed helix screw in 
a material that dissolves in the blood stream in a time 
period that is advantageous for lead positioning. For 
example, screws can be covered by a mannitol com-
pound that dissolves over time in the blood stream. 
Since the mannitol covers the screw, it prevents it from 
catching on tissue, allowing easier lead placement. 

New technologies have emerged to assist in the 
placement of leads to targeted anatomical sites. Cath-
eter-delivered systems use a defl ectable catheter that 
is braided to allow the simultaneous ability to torque 
the catheter. A second technology developed to reach 
diffi cult anatomical targets is to use an over-the-wire 
lead delivery system, mainly used with placement of 
coronary venous leads for left ventricular stimulation. 
With this system the lead can be advanced to a stable 
position, a guidewire then being advanced to navigate 
tortuous regions similar to techniques used extensively 
for coronary angiography, followed by advancement 
of the lead over the wire. This approach not only im-
proves access to target sites, but decreases injury to 
coronary venous structures. By combining these tech-
nologies, access to target sites has improved greatly, in 
particular, coronary vein subselection for left ventricu-
lar lead placement. 

Conductors are commonly of a multifi lament de-
sign to facilitate tensile strength and reduce resistance 
to metal fatigue (Fig. 1.14). Alloys such as MP35N 
(cobalt, nickel, chromium and molybdenum) and 
nickel-silver are typically used in modern pacing leads. 
Bipolar leads may be of coaxial design, with an inner 
coil extending to the distal electrode and an outer coil 
terminating at the proximal electrode (Fig. 1.15) This 
design requires that the conductor coils be separated 

by a layer of inner insulation. Coaxial designs remain 
commonly used in the treatment of bradyarrhythmias. 
Some bipolar leads are coradial, or “parallel-wound”; 
that is, two insulated coils are wound next to each other. 
Leads may also be constructed with the conductor coils 
parallel to each other (multiluminal), again separated 
by insulating material (Fig. 1.16). This type of design is 
typically used for tachyarrhythmia leads. Additionally, 
leads may use a combination of coils and cables. The 
coil facilitates the passage of a stylet for lead implanta-
tion, and the cable allows a smaller lead body.

Two materials have predominated in lead insulation: 
silicone and polyurethane. Each has its respective ad-
vantages and disadvantages, but the overall perform-
ance of both materials has been excellent.38 Table 4.2 in 

Fig. 1.14 Conductor coils may be of unifi lar, multifi lar, 
or cable design. The multifi lar and cable designs allow 
the conductor to be more fl exible and more resistant to 
fracture.

Fig. 1.15 Varieties of conductor construction. Top, bipolar 
coaxial design with an inner multifi lar coil surrounded 
by insulation (inner), an outer multifi lar coil, and outer 
insulation. Bottom, individually coated wires wound 
together in a single multifi lar coil for bipolar pacing.
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Cardiac devices vulnerable to baseband EMI
• Filter high frequency


• 800MHz and GHz range: attenuation of up to 40dB


• Can’t filter baseband
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Experiment: Implants & Emitters
Cardiac 
device

Curved leads

Transmitting 
antenna

Transmitting 
antenna

Waveform source 
and amplifier

Programmer 
head over 

device
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Results: Waveforms & Responses
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Good News: Distance

Device Open air 
pacing

Open air 
Defib

Saline 
tips only SynDaver

Medtronic 
Adapta 1.40m NA 3cm Untested

Medtronic 
InSync Sentry 1.57m 1.67m 5cm 8cm

Boston 
Scientific 
Cognis 

1.34m No defib Untested Untested

St. Jude 
Promote 0.68m No defib Untested Untested [“G
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 Sound and MEMS Sensor Security

[“WALNUT” by Trippel et al., IEEE Euro S&P 2017]
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MEMS Sensors
•Micro-Electro-Mechanical Systems 

• Accelerometers 

• Gyroscopes 

• Clocks 

•Advantages


• Low cost


• Low power 
some < 1 mA


• Small integrated circuit
*Photos courtesy of “Everything about STMicroelectronics’ 3-axis digital 

MEMS gyroscopes – Technical Report”, by STMicroelectronics.

Mechanical* Electrical*

IC Package
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Standard Deviation Mean Shift

1. Fluctuating
2. Constant 
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Signal Distortion Two types of spoofed acceleration

• Fluctuating accelerometer output

• Constant accelerometer output

asymmetric clipping
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Output Control Modulation
Desired Accelerometer  

Output Signal

MEMS Resonant Frequency  
(Carrier Signal)

Modulated Acoustic  
Attack Signal
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Randomized Sampling
•Destroy predictability of sampling regime


•Randomize delay at each sampling interval
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Lasers & Sensor Security

Sugawara et al., Light Commands: Laser-Based 
Audio Injection Attacks on Voice-Controllable 

Systems, USENIX Security 2020
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[“Light Commands” by Sugawara et al., USENIX Security 2020]



[“Light Commands” by Sugawara et al., USENIX Security 2020]
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So, you depend on 
sensors?
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Creating Trustworthy Sensors
🌈 Demystify analog sensor attack surface

👉Test to security FAILURE, not test to ¯\_(ツ)_/¯

👉Unwrap abstractions of electrical engineering,  
mechanical engineering, materials science


🌈 Ad-hoc security ⇨ measurable science


👉Physically de-risk intentional interference with more deliberate HW specs & design (e.g., resonance)


🌈 Rethink ICs and hardware-software APIs

👉Convey to SW stack WHY trust sensor output


👉HW should expose HINTS of trustworthiness
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Analog Cybersecurity Risks
• Computers have always been vulnerable to analog 

cybersecurity threats


• What’s changing?


• Degree of connectedness and dependence


• From human-in-the-loop to automated consequences 


• Increased risks to availability and integrity


• Maybe it’s a not a good idea to put  
a computer in everything unless  
there’s a good reason ht

tp
s:

//o
ne

m
om

en
to

nl
y.fi

les
.w

or
dp

re
ss

.c
om

/2
01

3/
06

/b
oi

lin
g-

fro
g1

.jp
g



Wicked Bizarre Physics of Sensor Security  •  k.fu@northeastern.edu   •  spqrlab1.github.io 

Embedded Security References
•CRA’s Grand Challenges for Embedded Security Research in a Connected World


•Back door acoustic injection


• Gyroscopes: Drone DoS [Son et al., USENIX Sec ’15], Dolphin Attacks: Ultrasound voice recognition injection [Zhang et al., ACM CCS‘17]


• Walnut: Acoustic injection on MEMS accelerometers [Trippel et al., IEEE Euro S&P’17]


•RF, IR, EMFI injection


• Tire pressure sensors: [Rouf et al., USENIX Sec ’10], Infusion pumps [Park et al., USENIX WOOT ’16], BADFET [Cui & Housley, USENIX 
WOOT ‘17]


• Ghost Talk: RF injection on microphones, pacemakers [Foo Kune et al., IEEE S&P ’13], GSMem [Guri et al., USENIX Sec ’15]


•Lasers and MEMS injection


• Light Commands [Sugawara et al., USENIX Security 2020]

https://cccblog.org/2020/05/19/ccc-embedded-security-workshop-report-released/
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Research Vision: 
A world where science-based security is built-in by design to all embedded systems: 


• medical devices


• healthcare delivery


• autonomous transportation


• manufacturing


• the Internet of Things (IoT) 


• Why important now?


• Consumers need confidence in security and privacy before they can trust innovative medical 
devices and other emerging technology
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Conclusions

✴Microprocessors should not 
blindly trust sensors 

✓Protect emerging devices with 
SW that leverages physics 

✓Focus on trustworthy 
systems, rather than just 
secure components

Seeking PhD appliants in CS, ECE, or bioengineering.  
To join the team, ask us about  

our values on our website!



Side Eye: Characterizing the Limits of POV 
Acoustic Eavesdropping from Smartphone Cameras 

with Rolling Shutters and Movable Lenses
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Sound Vibrations

Air-borne Structure-borne

2



3Side Eye: Characterizing the Limits of POV Acoustic Eavesdropping from Smartphone Cameras
Yan Long | yanlong@umich.edu

Overview

Adversary:

● Eavesdrop on sound
● Camera access
● No microphone access

3



4Side Eye: Characterizing the Limits of POV Acoustic Eavesdropping from Smartphone Cameras
Yan Long | yanlong@umich.edu

● Acoustic signals leak into  
muted videos

Overview

● 2 Gender (99.67%)
● 20 Speaker (91.28%)
● 10 Spoken digits (80.66%)

4
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Fundamental Principles

5
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Camera POV Variations 

Camera 
Sensor

Image

6



7Side Eye: Characterizing the Limits of POV Acoustic Eavesdropping from Smartphone Cameras
Yan Long | yanlong@umich.edu

Movable Lens

Camera 
Sensor

Image

Lens not moving       Movable Lens (OIS/AF)

Signal 
Amplified

Limited sample rate 
posed by the video 
frame rate (~30 Hz)

7
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Rolling Shutter 

Rotational Motion Horizontal Motion

8

[Photo by David Adler]
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Rolling shutter 

For a 1080p video:
~ 1080x sample points
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System Design & Results 

10



11Side Eye: Characterizing the Limits of POV Acoustic Eavesdropping from Smartphone Cameras
Yan Long | yanlong@umich.edu

Attack Mechanism 

Chirp Extracted                                           Speech GT                    Speech Extracted

Audio Samples: https://sideeyeattack.github.io/Website/

11

https://sideeyeattack.github.io/Website/
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Attack Mechanism 

12

Customized 
HuBERT Model



13Side Eye: Characterizing the Limits of POV Acoustic Eavesdropping from Smartphone Cameras
Yan Long | yanlong@umich.edu

Same-surface Scenarios

>50%     >5%     >10%

2 genders, 20 speakers, 10 spoken digits
(https://github.com/soerenab/AudioMNIST)

(random guess)

13



14Side Eye: Characterizing the Limits of POV Acoustic Eavesdropping from Smartphone Cameras
Yan Long | yanlong@umich.edu

Different-surface Scenarios 

Shirt Pocket           Bag Pocket              Two desks                       Two Different Rooms

>50%    >5%  >10%

14



15Side Eye: Characterizing the Limits of POV Acoustic Eavesdropping from Smartphone Cameras
Yan Long | yanlong@umich.edu

● User-based: (1) lower-quality cameras, (2) larger distances, (3) dampening
● Address rolling shutters (RS): (1) higher RS frequency, (2) random-coded RS
● Address movable lens: (1) tougher springs, (2) lens locking

Mitigation

2-class       20-class     10-class

15
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Applications

● Digital forensics on photographs for prosecution or defense
○ Opto-acoustic equivalent to DNA profiling
○ Exonerate by showing absence of opto-acoustic fingerprint
○ Implicate by showing presence of opto-acoustic fingerprint

● Law enforcement and private investigation
○ De-anonymize disguised or muted voices from kidnapping videos and propaganda
○ Determine likely gender and identity associated with voices modulated into pixels
○ Line up of the usual suspects: Determine statistical likelihood of presence or absence of a speaking 

individual from a recorded off-camera scene
○ Determine probability of phrases spoken behind the camera in dubbed videos (TikTok, IG, etc.)

● Detecting deep fakes or synthetic media in political videos, propaganda, etc.
● Advertising based on posted photographs that contain hints of conversations and 

individual interests

16
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● Acoustic signals can leak into muted videos/image streams as POV variations
● Movable lens amplifies signals, rolling shutter increases sampling rates.

Summary 

Team
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