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Want to attack
real hardware?

eCTF 1s an embedded hacking competition

6 weeks attacking systems built by
50+ collegiate & professional teams

Wed 7pm in 32-124
ectf@mit.edu




eoee (] <

@
Wh Oa m1 = POPULAR SCIENCE
Understanding PACMAN, the security vulnerability in

Apple’s M1 chips

The exploit is far more complex than the beloved video game. Here's what to know.
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BY HARRY GUINNESS
POSTED ON JUN 13, 2022

Student discovers ‘first ever’ Apple
Vision Pro hack

Apple warns that hacked headsets could become ‘permanently inoperable’

Anthony Cuthbertson e Wednesday 07 February 2024 03:11 EST

A student claims to have hacked the Apple Vision Pro headset within a

day of its release.
s called PACMAN; the video game is PAC-MAN. Photo by Sei on Unsplash
Joseph Ravichandran, a PhD student at Massachusetts Institute of

Technology (MIT), shared a security vulnerability of Apple’s visionOS :
software known as a kernel exploit. Share X [ @ ™

[t targets the device’s operating system and could potentially be used to

. . . . e from the products available on this page and participate in affiliate programs. Learn more »
create malware, provide unauthorised access or jailbreak the headset so

that anyone could use it.
researchers at MIT have discovered a new hardware

Ly in Apple's M1 chips. The team, led by Joseph Ravichandran
Taek Na, have demonstrated how the attack—dubbed_ PACMAN
“When the device crashes it switches to full passthrough and displays a | ass one of the M1 chip’s deepest lines of defenses. While it all
warning to remove the device in 30 seconds so it can reboot. Pretty cool.” , ary, it's not quite as worrying as you might think: Attackers can

' ' ““ACMAN to exploit an existing memory bug in the system, which

Joseph Ravichandran X ched.
B " @0xjprx - Follow
The world's first(?) kernel exploit for Vision Pro- on

aunch day! Inside The Mind Of A Computer Hacker

317 views 1h ago ...more

“The world’s first kernel exploit for Vision Pro - on launch day,” Mr
Ravichandran posted on X, formerly Twitter.
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What's a Computer?



Processor

What's a Computer?

Storage









Ui i\
\\\l‘ {\

|
FPRA (STUN |y L

e

’
K
. L3
»
'
»

BLET050502

revevesyrprg

. \

-
N
o
=
UA
\
O
<
i

2,4G-ChainO'

‘3 LI PR el \ e ': . \
Ef:af{“zt{'x§00nﬁ””§ LS 2GG0 L 0919-8)
e T AR © LE28YZIN




Processor
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the backdoor open”?”

“What If the vendor ju



UART

Universal Asynchronous Receliver/ Transmitter

Device 1T Device 2



What other interfaces are out there?

UART/USART JTAG/ SWD

Serial Protocol, a lot of the times Dump firmware, debug CPU,
just gives a root shell for free upload your own firmware

I12C/ SPI

Protocol used to let chips talk to
each other. PC BIOS uses SPI.
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Rospberry Pi 4 Model 8
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Console

§ uname -v

fractal-x86_64-main-853

§ gec --version

gee (6CC) 14.1.8

Copyright (C) 2024 Free Software Foundation, Inc.

This is free software; see the source for copying conditions. There is NO
warranty; not even for MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE,

$.

Starlight Greenway
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The HW Security Iceberg
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Active Passive

No modification of signals

Inject new signals

Modify existing signals in
new ways

Only observe regular
operation




Expensive Focused

Ion
Beam

Optical
Imaging
Laser

Non-Invasive Invasive

IC
Decapping

Power
Tracing
Fault
Injection
Interfaces
Cheap
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Fig. 7.3 Decapsulated chips

Sergei Skorobogatov. Introduction to Hardware Security and Trust Chapter 7: Physical Attacks and Tamper Resistance
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Fig. 7.6 Laser scan of unpowered and powered-up SRAM in PIC16F84 microcontroller

‘.'-'.‘..-.....‘." :L e _' '_ ey n-Diffusion

e = - p-Diffusion
mm Polysilicon
&= Metal 1

o Metal 2
= mmm Metal 1 on diffusion
& Metal 2 on Metal 1

Fig. 7.7 Layout of SRAM cell and SRAM area in PIC16F84 microcontroller

Sergei Skorobogatov. Introduction to Hardware Security and Trust Chapter 7: Physical Attacks and Tamper Resistance
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Active Passive

Fault Injection Power Analysis

f

Timing Analysis

o




Fault Ifjection



ave strict operating con

Electrical characteristics

STM32F765xx STM32F767xx STM32F768Ax STM32F769xx

Table 17. General operating conditions (continued)

Regulator ON: 1.2 V internal
voltage on Vcap 1/Veap 2 PiNs

Regulator OFF: 1.2 V external
voltage must be supplied from
external regulator on

Veap 1NVeap 2 pins'’)

Input voltage on RST and FT
pins®)

Vi ,
Input voltage on TTa pins

Input voltage on BOOT pin

Power dissipation at Ty = 85 °C
for suffix 6 or Tp = 105 °C for
suffix 7(9)

Ambient temperature for 6 suffix
version
TA

Ambient temperature for 7 suffix
version

Junction temperature range

coi [ e [om

Power Scale 3 ((VOS[1:0] bits in
PWR_CR register = 0x01), 144 MHz
HCLK max frequency

Power Scale 2 ((VOS[1:0] bits in

PWR_CR register = 0x10), 168 MHz
HCLK max frequency with over-drive
OFF or 180 MHz with over-drive ON

Power Scale 1 ((VOS[1:0] bits in

PWR_CR register = 0x11), 180 MHz
HCLK max frequency with over-drive
OFF or 216 MHz with over-drive ON

Max frequency 144 MHz

Max frequency 168MHz
Max frequency 180 MHz

2V <Vpp <3.6V -
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STMicroelectronics, STMG2F/767 /) Datasheat,

ditions

"Datasheet”



ditions

Chips have strict operating con

Electrical characteristics STM32F765xx STM32F767xx STM32F768Ax STM32F769xx

Table 17. General operating conditions (continued)

coi [ e [om
(

Power Scale 3 ((VOS[1:0] bits in
PWR_CR register = 0x01), 144 MHz
HCLK max frequency

Power Scale 2 ((VOS[1:0] bits in

PWR_CR register = 0x10), 168 MHz
HCLK max frequency with over-drive
OFF or 180 MHz with over-drive ON

[ o o b
Intentionally 1nject out- PR, G ropitr = Gt 150 MHz
HCLK max frequency with over-drive

Of_speC'ificat'ion 'in puts to OFF or 216 MHz with over-drive ON

Regulator OFF: 1.2 V external | Max frequency 144 MHz

(hoperLlY) break the Chip voltage must be supplied from

external regulator on

VCAP_1NCAP_2 pinS(7) Max frequency 180 MHz

Input voltage on RSTand FT |2V <Vpp 3.6V -

0.3

Input voltage on BOOT pin

.
I R R N

Regulator ON: 1.2 V internal
voltage on Vcap 1/Veap 2 PiNs

e
ENEE.N
Power dissipation at TA=85 °C || .qQFP176 --
for suffix 6 or Ty = 105 °C for mwW
suffix 7(9) _ FBGA176 --- 3
LQFP208 - | - | 1083
e
e
Ambient temperature for 6 suffix | Maximum power dissipation - °C
. version Low power dissipation('?) -
A
Ambient temperature for 7 suffix Maximum power dissipation - °c
version Low power dissipation(10) -

e ) I
TJ Junction temperature range °C
Tostveson | 40| | 135

STMicroelectronics, STMG2F/767 /) Datasheat,




Normal Input Voltage (Vcc)

+5V

GND



Voltage Glitching

+5V

Cut the power at the exact
right time to make
something go wrong

GND



©

Malicious Input

Device
Under Test

Expected
Input




Mux

Expected
Input

Malicious Input

Device
Under Test

Ground



Mux

Device
Under Test

Expected !
Input U
Malicious Input

Ground



Mux

Expected
Input

Malicious Input

Device
Under Test

Ground






Crystal
Oscillator




Clock Glitching

S‘G\_ENT M 80.0ns/ Delay:-10.0us

Oscillator

Ground




Crystal Oscillator

Inject Fault Here

Image: Arduino Uno R3 Reference Design
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Oscillator Pins
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Inject Fault here

while(1 == 1) {
print("Locked! %d", iter);
1ter++,;

}
orint("MIT{flag}"):



Demo 2

"What it we intentionally violate t 'S expected operating conditions®?”



[ Tools

Cheap Affordable Crazy Expensive

sS\aG ERNAN O\ SOS \voay

SIGLENT [T M500ns! Delay:-100us




Yes, Really

(

eeo ({]+v < [ )] [ @ hackaday.com C’/j i)

%  HACKADAY

HOME BLOG HACKADAY.IO TINDIE HACKADAY PRIZE SUBMIT ABOUT March 8, 2022

BLAST CHIPS WITH THIS BBQ o
LIGHTER FAULT INJECTION TOOL ...

f YyYe@o N January 29, 2022

COMPONENT SEARCH ENGINE

Looking to get into fault injection for your reverse engineering projects, but don’t have the cash to lay out
for the necessary hardware? Fear not, for the tools to glitch a chip may be as close as the nearest

barbecue grill. Search ... SEARCH




EM or Photonic Signals Work, Too.

Eddy Current = Transistor Error

Lim et al. Novel Fault Inection Attack without Artificial Trigger. Applied science
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How the Apple AirTags were hacked
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How | hacked a hardware crypto wallet and recovered $2 million

4,403,675 views * Jan 24, 2022 il 166K CJ DISLIKE > SHARE 3¢ CLIP =+ SAVE
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So, why does that work?



Representing Os and 1s

"Digital ®" ® Undefined ° "Digital 1"

S
QV ) ) 5V



Real-World Circuits Take Time

A-{>0B A

\ 1
1 \

'tPD' | tPD;

[pp Propagation Delay
lcp Contamination Delay



D Flip-Flop Timing (CLK Edge Trigger)

CLK .
D ' A 2tsetup ¢ 2thon,
D '§>(—
Q O

 Flip-flop input D should not change around the rising edge of the clock to avoid metastability

* Formally, D should be a stable and valid digital value:
» For at least t1,p before the rising edge of the clock

» For at least t,o p after the rising edge of the clock

* Violating the timing constraints leaves the circuit in a metastability state. A contaminated
value will be loaded into the register.



Metastability

Figure 5-7: Metastable data output from shifting the clock edge to cause timing violations (low-voltage opera-
tion)

Coln OFynn, The Hardware Hacking Handbook. Chapter & Figure 5-8. No Starch Press,



Sequential Circuit Timing (Setup Time)

teik

2
D Q CLK
L FF1 LFF2

CLK

ZsETUP,FF2



Fault Injection Attacks

FF1

CLK

What if the clock comes earlier?

"D Q

FF2

CLK

ZUSETUP,FF2




Fault Injection Attacks

FF1

CLK

"D Q

FF2

CLK

Q;

D5

Il
I‘
1

|
. tpp,Fr1

7

Decreasing the voltage increases propagation delay

tPD,CL

|
[
!
|
!
1
|
—
%

ZUSETUP,FF2




Sequential Circuit Timing (Hold Time)

D; Q, D, |
—D Q CL "D Q CLK |

- tep,Fre
—>FF1 :>FF2 : :

D, W/////////////A

—tHOLD,FFZ

CLK




Voltage Glitching Attacks

FF1

CL

1D Q

FF2

CLK

CLK ‘\
- tép,Fr1
Q | 7
teo)eL
D, W/////////////A

—tHOLD,FFZ

Increasing voltage decreases contamination time




Can we stop 1t?



Viitigations

Non-Determinism
Add randomness to the timing of

Redundancy

Think "two cores running the
certain chip operations.

same thing". Can be expensive.

Example: OpenTitan. Reduces accuracy of attack.




Fault Injection Power Analysis

f

Timing Analysis

o







Spot the Bug

bool memcmp (char *buf1, char *buf2, size_t len) {
for (int 1 = 0; 1 < len; i++) A
if (buf1[i] '= buf2[i]) {
return false;

}



ol

No Demo:
You will do this 1n recitation next week!



Fault Injection Power Analysis

f

Timing Analysis

o
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Power = Voltage x Current



Device
Under Test

Power
Supply

Ground



How do you measure current on
an oscilloscope?




Voltage Drop
V=IR

Ground

Device
Under Test



Apply Ohm's Law

Voltage (V) = Current (I) * Resistance (R)
Or in other words,

I=V/R
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RSA Modular Exponentiation

SIGLENT M 200us/ Delay:-1.13ms
v

f =24 7663kHz

oa 500MSals
Curr 1.40Mpts

Edge
o 5
L

\

-
SAVE

New &

Delete

Al

1

[

Press To
Save

X

DC
1.150%
DC1M

100mY/
-1.002%

Low-Pass
Filter

)

:

55

int rsa_modExp(int b, int e, int m) {
int product = 1;
b=Db % m;
while ( e > 0){
if (e & 1)
product = modmult(product, b, m);

}
b = modmult(b, b, m);

e >>= 1;

)

return product;

}




RSA Modular Exponentiation

SIGLENT M 200us/ Delay:-1.13ms
v

f =24 7663kHz
e int rsa_modExp(int b, int e, int m) {
SO Co int product = 1;
4 DC b — b 0/0 m;
‘H'”W“ while ( e > 0){
2% Sy if (e & 1)
-1.002v product § modmult(groduct, b, m);
}
b § modmult(p, b, m);
e >>= 1;
}
return product;
}
SAVE
New Delete [ P'g;ieTo ) %f




RSA Modular Exponentiation

SIGLENT LTS 1 200us/ Delay:-1.13ms A TERAH
. 4 Sa 500MSals
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L

Overhead
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New ¢ Delete | Save \ : Al

int rsa_modExp(int b, int e, int m) {
int product = 1;
b =Db % m;
while ( e > 0){
if (e & 1){
product = modmult(product, b, m);

}
b = modmult(b, b, m);

e >>= 1;

)

return product;

)




RSA Modular Exponentiation
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to modmult

SAVE

. PressTo | -
New ¢ Delete | Save \ : Al

int rsa_modExp(int b, int e, int m) {
int product = 1;
b =Db % m;
while ( e > 0){
if (e & 1){
product = modmult(product, b, m);

}
b = modmult(b, b, m);

e >>= 1;

)

return product;

)




RSA Modular Exponentiation

SIGLENT M 200us/ Delay:-1.13ms
v

Sa 500MSals
Curr 1.40Mpts

< | s

(I fipy i I il | | LK 100mvY
I[! - ww | (| (O A 1111 -1.002v
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At TP
to modmult

L2

SAVE

Newy & Delete | F rf f: 8

int rsa_modExp(int b, int e, int m) {
int product = 1;
b =Db % m;
while ( e > 0){
if (e & 1)
product = modmult(product, b, m);

}
b = modmult(b, b, m);

e >>= 1;

)

return product;

)




RSA Modular Exponentiation

SIGLENT TN 1 200us/ Delay:-1.13ms f = 24 7663kHz
e d Sa 500MSals
Curr 1.40Mpts

Edge

Q @ @ @ 1 1 1 1 o DC

L 1.150%

4 .
1% 100mv/
1.002v

-
SAVE

New o Delete [ Press To

e = OxfoO

=1l

int rsa_modExp(int b, int e, int m) {
int product = 1;
b=Db % m;
while ( e > 0){
if (e & 1)
product = modmult(product, b, m);

)
b = modmult(b, b, m);

e >>= 1;

)

return product;

}
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"What If we watch 0's current draw?”



So, why does that work?



CMOS Inverter In Reality

VDD

Switching from @ to 1 or 1to
O requires charging or
discharging parasitic

capacitor- consuming power.

Input

Capacitive Load



Different parts of the chip are active
depending on what the program 1s doing-
watch the power consumption over time to

learn what parts are active when!




Your Turn...

mage: Adafrut



Bring USB-A adapters if you
heed them.

Install the Arduino IDE as well-
instructions will be posed on Piazza.

WRICHP



