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$whoami



What's a Computer?



What's a Computer? Memory

Processor

Storage



What's Inside?

TP-Link WR841N



Let's find out.



What do you see?



DRAM MIPS 
CPU

SPI Flash

Memory

Storage

Processor





Hmmmm.....



"What if the vendor just leaves the backdoor open?"

Demo 1



UART
Universal Asynchronous Receiver/ Transmitter

TX

RX

GND

TX

RX

GND

Device 1 Device 2



What other interfaces are out there?

Serial Protocol, a lot of the times 
just gives a root shell for free

UART/USART
Dump firmware, debug CPU, 

upload your own firmware

JTAG/ SWD

Protocol used to let chips talk to 
each other. PC BIOS uses SPI.

I2C/ SPI



JTAG

UART







The HW Security Iceberg



Operating 
System

ISA

Physics

Userspace 
(Clueless)

Kernel

Microarchitecture

Analog



PassiveActive

No modification of signals 

Only observe regular 
operation

Inject new signals 

Modify existing signals in 
new ways



InvasiveNon-Invasive
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Focused 
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Sergei Skorobogatov. Introduction to Hardware Security and Trust Chapter 7: Physical Attacks and Tamper Resistance



Concentrated HF Acid

Me



Sergei Skorobogatov. Introduction to Hardware Security and Trust Chapter 7: Physical Attacks and Tamper Resistance



in this class.

4 Attacks



Fault Injection Power Analysis

UART Timing Analysis

Active Passive



Fault Injection



Chips have strict operating conditions

"Datasheet"

STMicroelectronics. STM32F767ZI Datasheet.



Chips have strict operating conditions

Intentionally inject out-
of-specification inputs to 
(hopefully) break the chip

STMicroelectronics. STM32F767ZI Datasheet.



Normal Input Voltage (Vcc)

+5V

GND



Voltage Glitching

Cut the power at the exact 
right time to make 

something go wrong

+5V

GND



Expected 
Input

Device 
Under Test

Ground

Malicious Input

Mux
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Input
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Input
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Expected 
Input
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Crystal 
Oscillator



Oscillator

Cap Cap

Ground

Clock Glitching



Crystal Oscillator

Inject Fault Here

Image: Arduino Uno R3 Reference Design





Oscillator Pins



Attacker

NPN Transistor

Vcc Crystal Oscillator





    while(1 == 1) { 
        print("Locked! %d", iter); 
        iter++; 
    } 
    print("MIT{flag}"); 

Inject Fault here



"What if we intentionally violate the chip's expected operating conditions?"

Demo 2



Cheap Crazy ExpensiveAffordable

Tools



Yes, Really



EM or Photonic Signals Work, Too.

Lim et al. Novel Fault Injection Attack without Artificial Trigger. Applied Science



Notable Examples



So, why does that work?



Representing 0s and 1s

0V 5V

Undefined"Digital 0" "Digital 1"



Real-World Circuits Take Time

A B

Propagation Delay

Contamination Delay

A B

0 1

1 0

A

B

tPD

tCD

tPD

tCD

tPD

tCD



D Flip-Flop Timing (CLK Edge Trigger)

• Flip-flop input D should not change around the rising edge of the clock to avoid metastability 
• Formally, D should be a stable and valid digital value: 
• For at least tSETUP before the rising edge of the clock 

• For at least tHOLD after the rising edge of the clock 

• Violating the timing constraints leaves the circuit in a metastability state. A contaminated 
value will be loaded into the register.

D
D

CLK

Q
CLK

D

Q
≤tPD

≥tSETUP ≥tHOLD



Metastability

Colin O'Flynn. The Hardware Hacking Handbook. Chapter 5 Figure 5-8. No Starch Press.



Sequential Circuit Timing (Setup Time)

CLK

Q1

≥tSETUP,FF2

D2

tCLK

CLD Q D Q

CLK

FF1 FF2

Q1 D2D1

tPD,FF1

tPD,CL



Fault Injection Attacks 

What if the clock comes earlier?

CLK

Q1

≥tSETUP,FF2

D2

CLD Q D Q

CLK

FF1 FF2

Q1 D2D1

tPD,FF1

tPD,CL



Fault Injection Attacks 

Decreasing the voltage increases propagation delay

CLK

Q1

D2

CLD Q D Q

CLK

FF1 FF2

Q1 D2D1

tPD,FF1

tPD,CL

≥tSETUP,FF2



Sequential Circuit Timing (Hold Time)

CLK

Q1

≥tHOLD,FF2

D2

CLD Q D Q

CLK

FF1 FF2

Q1 D2D1

tCD,FF1

tCD,CL



Voltage Glitching Attacks

CLK

Q1

≥tHOLD,FF2

D2

CLD Q D Q

CLK

FF1 FF2

Q1 D2D1

tCD,FF1

tCD,CL

Increasing voltage decreases contamination time



Can we stop it?



Mitigations

Think "two cores running the 
same thing". Can be expensive. 

Example: OpenTitan.

Redundancy
Add randomness to the timing of 

certain chip operations. 

Reduces accuracy of attack.

Non-Determinism



Fault Injection Power Analysis

UART Timing Analysis



Timing Analysis



bool memcmp (char *buf1, char *buf2, size_t len) { 
    for (int i = 0; i < len; i++) { 
        if (buf1[i] != buf2[i]) { 
             return false; 
        } 
    } 
    return true; 
}

Fatal Flaw

Spot the Bug



No Demo: 
You will do this in recitation next week!



Fault Injection Power Analysis

UART Timing Analysis



          
AnalysisPower



 = Voltage x CurrentPower



Power 
Supply

Device 
Under Test

Ground

Current



How do you measure current on 
an oscilloscope?



Power 
Supply

Shunt Resistor

Device 
Under Test

Current

+ -Voltage Drop
V=IR

Ground



Apply Ohm's Law

Voltage (V) = Current (I) * Resistance (R) 

Or in other words, 

I = V / R



Shunt (50Ω) 



RSA Modular Exponentiation

Low-Pass 
Filter

int rsa_modExp(int b, int e, int m) { 
  int product = 1; 
  b = b % m; 
  while ( e > 0){ 
    if (e & 1){ 
      product = modmult(product, b, m); 
    } 
    b = modmult(b, b, m); 

    e >>= 1; 
  } 
  return product; 
}



int rsa_modExp(int b, int e, int m) { 
  int product = 1; 
  b = b % m; 
  while ( e > 0){ 
    if (e & 1){ 
      product = modmult(product, b, m); 
    } 
    b = modmult(b, b, m); 
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RSA Modular Exponentiation



RSA Modular Exponentiation

Loop 
Overhead

int rsa_modExp(int b, int e, int m) { 
  int product = 1; 
  b = b % m; 
  while ( e > 0){ 
    if (e & 1){ 
      product = modmult(product, b, m); 
    } 
    b = modmult(b, b, m); 

    e >>= 1; 
  } 
  return product; 
}



RSA Modular Exponentiation

1 call 
to modmult

int rsa_modExp(int b, int e, int m) { 
  int product = 1; 
  b = b % m; 
  while ( e > 0){ 
    if (e & 1){ 
      product = modmult(product, b, m); 
    } 
    b = modmult(b, b, m); 

    e >>= 1; 
  } 
  return product; 
}



RSA Modular Exponentiation

2 calls 
to modmult

int rsa_modExp(int b, int e, int m) { 
  int product = 1; 
  b = b % m; 
  while ( e > 0){ 
    if (e & 1){ 
      product = modmult(product, b, m); 
    } 
    b = modmult(b, b, m); 

    e >>= 1; 
  } 
  return product; 
}



int rsa_modExp(int b, int e, int m) { 
  int product = 1; 
  b = b % m; 
  while ( e > 0){ 
    if (e & 1){ 
      product = modmult(product, b, m); 
    } 
    b = modmult(b, b, m); 

    e >>= 1; 
  } 
  return product; 
}

RSA Modular Exponentiation

0 0 0 0 1 1 1 1

e = 0xf0



"What if we watch the chip's current draw?"

Demo 4



So, why does that work?



CMOS Inverter In Reality

Switching from 0 to 1 or 1 to 
0 requires charging or 
discharging parasitic 

capacitor- consuming power.



CMOS Inverter In Reality

Switching from 0 to 1 or 1 to 
0 requires charging or 
discharging parasitic 

capacitor- consuming power.

Different parts of the chip are active 
depending on what the program is doing- 
watch the power consumption over time to 

learn what parts are active when!



Next: 
Your Turn...

Image: Adafruit



Bring USB-A adapters if you 
need them.

Install the Arduino IDE as well- 
instructions will be posed on Piazza.


