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Objectives & Outline
● What are embedded/IoT security?

● Some examples.

● Grand challenges & future research topics? 
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Objectives & Outline
● What are embedded/IoT security?

● Some examples.

● Grand challenges & future research topics? 

examples

- Smart cards

- Networked cameras

- Medical devices

- Laser injection into mics (Demo)

- Optical-acoustic side channel 

- Camera EM leakage (Demo)

- Car hijacking in IoT automation
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Embedded Security?
what is embedded/IoT security ≈ what is an embedded/iot system 
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Embedded Systems

Conventional Computer Systems                                                  
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Embedded Systems

Conventional Computer Systems                                                  

Let’s use computers on other devices!
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ECUs in cars in 1970s

MCUs in Apollo spacecrafts in 1960s
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Embedded Systems

Conventional Computer Systems     Embedded Systems                                              

Embedded
Form

Sensing,
Actuation

Turn everything into computers!

7



Modeling and Mitigating Side Channels in Optical and Embedded Sensing SystemsIoT & Embedded Security  |   Yan Long: yanlong.site   

IoT Systems

Conventional Computer Systems     Embedded Systems         IoT Systems                                                    

Embedded
Form

Sensing,
Actuation

Connected
Form

Networking

Finally, connect them all :)

8



Modeling and Mitigating Side Channels in Optical and Embedded Sensing SystemsIoT & Embedded Security  |   Yan Long: yanlong.site   

Unique Properties

- Frequent direct exposure to physical environments (physics)

- Sensing and actuation

- Limited user-machine interactions

- Miniaturized low-resource devices 

- Huge amount of connected devices and data 
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Unique Properties

→ Unique Security Problems?

10

- Frequent direct exposure to physical environments (physics)

- Sensing and actuation

- Limited user-machine interactions

- Miniaturized low-resource devices 

- Huge amount of connected devices and data 
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Security research finds flaws in the abstraction.

App software

OS

Arch

Digital HW

Unique Problems

μArch

Arch

Analog HW 

Physics

Hardware Sec Embedded Sec

IoT Sec
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Some History

Embedded 
Systems
(MCUs)

Embedded 
Security

IoT & IoT Security
Medical devices

Home automation
Auto. driving

AR/VR

1960s             1980s            2000s             2010s                   Today             Future

Internet
AI sys

BCI
Quant. comp.

Scope/number of
Affected Devices
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Embedded IoT Sys Building Blocks 

Networking

Processing/Storage Sensing/Actuation

Physical Environment
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A Rough Taxonomy

● Time (when it happened => why it was possible)

● System component (where did this happen)

● Abstraction gap (how does it work)

X

Y

Z
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Timeline 

Embedded 
Systems
(MCUs)

Embedded 
Security

IoT Security
Medical devices

Home automation
Auto. driving

AR/VR

1960s             1980s            2000s             2010s                   Today             Future

Internet
AI sys

BCI
Quant. comp.

Processing
/storage
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Smart Cards
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Advertising poster in 1992 
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Smart Cards: Pay-TV Hacking

[“Attacks on Pay-TV Access Control Systems”, Markus Kuhn, 1997]
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Smart Cards: Power Analysis 

[“Differential Power Analysis”, Kocher et al., 1999]

[“Breaking Smartcards Using Power Analysis”, Choudary, 2005]
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Smart Cards: Fault Injection
No Attack                     Under Attack

Laser/EM Fault Injection

19



Modeling and Mitigating Side Channels in Optical and Embedded Sensing SystemsIoT & Embedded Security  |   Yan Long: yanlong.site   

Smart Cards: Invasive Probing 

Scanning Electron Microscope    Imaging & reading ROM content 

Extracting chips from smart cards  Probing with physical needle or electron beams
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Tamper-resistant Hardware

Scanning Electron Microscope    Imaging & reading ROM content 

Extracting chips from smart cards  Probing with physical needle or electron beams

[S
o

u
rc

e:
 E

ri
k 

Po
l, 

O
liv

er
 K

ö
m

m
er

lin
g,

 

M
ar

cu
s 

Ku
h

n
, S

EM
Te

ch
 S

o
lu

ti
o

n
s]

21



Modeling and Mitigating Side Channels in Optical and Embedded Sensing SystemsIoT & Embedded Security  |   Yan Long: yanlong.site   

Timeline 

Embedded 
Systems
(MCUs)

Embedded 
Security

IoT Security
Medical devices

Home automation
Auto. driving

AR/VR

1960s             1980s            2000s             2010s                   Today             Future

Internet
AI sys

BCI
Quant. comp.

Networking
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IP Camera Hijacking

23

(>100,000 live cams)
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But why? 
● Users:

○ What is password? 

○ Why do I need to change it?

○ What the heck is internet? 

● Designers:

○ Our UIs suck.

○ Our manuals suck.

○ Our security guidance == None
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Hijacking Other Devices for DDoS

Infected IoT devices (>600,000)

● Cameras

● Printers

● Routers

● TVs

● Network-Attached Storage Devices

● ……

[“Understanding the Mirai Botnet”, Antonakakis et al., USENIX Security 2017]
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Detecting Hidden Cameras
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Detecting Hidden Cameras
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Detecting Hidden Cameras
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Detecting Hidden Cameras
ACM CCS’22 ACM SenSys’21
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Medical Device Security 
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Implantable Devices
IEEE S&P’08
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Implantable Devices
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Insulin Pumps
2011 IEEE 13th International Conference on e-Health Networking, Applications 
and Services
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RFID Security 
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RFID Security 

35



Modeling and Mitigating Side Channels in Optical and Embedded Sensing SystemsIoT & Embedded Security  |   Yan Long: yanlong.site   

Timeline 

Embedded 
Systems
(MCUs)

Embedded 
Security

IoT Security
Medical devices

Home automation
Auto. driving

AR/VR

1960s             1980s            2000s             2010s                   Today             Future

Internet
AI sys

BCI
Quant. comp.

Sensing/A
ctuation
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Sensing

Sensor

Input

Stimulus

Output

Measurement

0101...ADC

Conditioning SamplingTransducing

Physical signal Analog signal Digital signal

Processor
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Problem 

Sensor

Input

Stimulus

Output

Measurement

0101...ADC

Conditioning SamplingTransducing

Physical signal Analog signal Digital signal

Processor

Undefined Output

38

Info 
Leakage
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Sensor

Input

Stimulus

Output

Measurement

0101...ADC

Conditioning SamplingTransducing

Physical signal Analog signal Digital signal

Processor

Problem 

393939

Undefined OutputUndefined Input
Info 

Leakage
Info 

Leakage
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Sensor

Input

Stimulus

Output

Measurement

0101...ADC

Conditioning SamplingTransducing

Physical signal Analog signal Digital signal

Processor

Problem 

Undefined OutputUndefined Input
Info 

Leakage
Info 

Leakage
False Info 
Injection
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Laser Injection into Microphones

[“Light Commands: Laser-Based Audio Injection Attacks on Voice-Controllable Systems ”, Sugawara et al., USENIX Security 2020]
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Laser Injection into Microphones

[“Light Commands: Laser-Based Audio Injection Attacks on Voice-Controllable Systems”, Sugawara et al., USENIX Security 2020]
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Laser Injection into Microphones

[“How Lasers Exploit Photoacoustic and 

Photoelectric Phenomena to Inject Signals into 

MEMS Microphones ”, Cyr et al., Journal of Hardware 

and Systems Security, 2025]
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Cameras Capturing Sound? 
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Side Eye

Camera 

Sensor

Image

Sound information captured by camera?

[“Side Eye: Characterizing the Limits of POV 
Acoustic Eavesdropping from Smartphone 
Cameras with Rolling Shutters and Movable 
Lenses ”, Long et al., IEEE SP 2023]
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Threat Model

46

[“Side Eye”, Long et al., IEEE SP 2023]

Camera 

Sensor

Image
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Point-of-view Variations

Audio Samples: 
https://sideeyeattack.github.io/Website/

47

https://sideeyeattack.github.io/Website/
https://docs.google.com/file/d/1vusdwH2UsQbMHY6hmFSLS0cAENBWOqvw/preview
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Point-of-view Variations

Camera 

Sensor

Image
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Movable Lens 

Optical Image Stabilization (OIS)
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Movable Lens -> Blur Amplification
Camera Movement Dominated             Lens Movement Dominated (OIS)

 Signal 

Amplified
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Signal Sampling Rate

Limited sample rate/ 

bandwidth posed by the 

video frame rate (30-120 Hz)

Audio Signal
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Rolling Shutter
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Rolling Shutter -> 1000x Sample Points
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Audio Extraction

Speech Ground Truth                       Speech Extracted                         

Image Stream               Signal Extraction                      

Audio Samples: 
https://sideeyeattack.github.io/Website/

54

https://sideeyeattack.github.io/Website/
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Sensor

Input

Stimulus

Output

Measurement

0101...ADC

Conditioning SamplingTransducing

Physical signal Analog signal Digital signal

Processor

Problem 

Undefined OutputUndefined Input
Info 

Leakage
Info 

Leakage
False Info 
Injection
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Leakage Through Camera Hardware? 

Software 
Vulnerabilities 

Hardware 
Vulnerabilities 

Default Password & 

Unencrypted Comms          

[Abdalla et al., 2020] Brute-force Attacks 

against 4-digit Passwords          

[Ling et al., 2017]
Known Serial Number 

Camera Hijacking          

[Herodotou et al., 2023] Network Traffic Sniffing 

and Reconstruction          

[Tekeoglu et al., 2015]

?
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EM Eye

● No software/network entry point

● External physical eavesdropper

● Unintentional electromagnetic leakage 

(not wireless comm signals)

[“EM Eye: Characterizing Electromagnetic 
Side-channel Eavesdropping on Embedded 
Cameras”, Long et al., NDSS 2024]Code, Tutorial, Demo
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Embedded Camera Interface
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Unprotected Data & EM Emanation

Optic                              RAW Digital                            Electromagnetic

Unintentional   

Sender

Adversary’s 

Receiver

[Maxwell’s Equations]

Interface Protocol
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Affected Devices

60

Smartphone (4)

Dash Cam (2)

Home Cam (6)
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Embedded Data Communication
Other sensors and interfaces: SPI, I2C, ……
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EM Injection Into Cameras

[Jiang et al., USENIX Security 2023]

Electromagnetic

[“EM Eye”, Long et al., NDSS 2024]
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EM Injection Into Cameras: Watermark

[“RF-Eye-D: Geotagging and Watermarking Camera Imaging Sensors with Radio Frequency Signal Injection”, Ongoing]
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Tesla Hijacking in Automated IoT

[“From Virtual Touch to Tesla Command: Unlocking Unauthenticated Control Chains From Smart 
Glasses for Vehicle Takeover”, Zhang et al., IEEE S&P 2025

64

http://www.youtube.com/watch?v=XVLi-M1qovU&t=7
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Our future…

Embedded 
Systems
(MCUs)

Embedded 
Security

IoT Security
Medical devices

Home automation
Auto. driving

AR/VR

1960s             1980s            2000s             2010s                   Today             Future

Internet
AI sys

BCI
Quant. comp.
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Our future…
Challenges

● Analog parts: data integrity and confidentiality protection 

● Model & database: automated vulnerability discovery 

● Cross-community co-op: interdisciplinary expertise 

Useful Resources:

- CCC Embedded Security White Paper, 2018 

- Anderson, R. (2008). Security Engineering: A Guide to Building Dependable Distributed Systems. Wiley.
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