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Background

Power side-channel attacks exploit data-dependent variations in a CPU’s power 
consumption to leak secrets

Dynamic voltage and frequency scaling (DVFS) management is a technique used 
to switch the CPU core frequency based on load requirement. It consists of dynamically 
adjusting CPU frequency to reduce power consumption (during low CPU loads) and to 
ensure that the system stays below power and thermal limits (during high CPU loads). Under 
certain circumstances, DVFS-induced CPU frequency adjustments depend on the current 
power consumption at the granularity of milliseconds. 
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Power and Frequency



SIKE Attack Setup + Results

The SIKE timing attack was conducted on an i7-9700 CPU with 
two server configurations: an HTTP server using Go’s net.http 
library for CIRCL and a TCP server using C with pthread for 
PQCrypto-SIDH. The attacker sent 300 concurrent requests for 
CIRCL and 1000 for PQCrypto-SIDH, all using the same crafted 
challenge ciphertext. Timings were measured until the last 
connection completed, with expected anomalies in CPU 
frequency leading to timing differences: CIRCL showed at most 
660.2 ms versus at least 662.5 ms, while PQCrypto-SIDH showed 
at most 1556 ms versus at least 1558 ms. After repeating the 
measurements 400 times, excluding outliers, and computing 
medians, the key was extracted up to bit 364, with the last 14 bits 
recovered via brute force. Figures illustrate timing distributions for 
the first and last 20 bits, revealing differences depending on 
whether the ciphertext triggered an anomalous 0 (mi ≠ mi−1) or 
not (mi = mi−1).



Effects (from follow-up paper)



Critiques

Strengths: new way of doing side-channel attack, has case studies

Weaknesses: none


